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IPC-3000NF2 L

akpaH (NGFW/UTM) c nogaep>xkomn

anroputMmoB NOCT. NpegHa3Ha4veH ang:

3aLLMTbl BHELWHEro NnepuMeTpa KoprnopaTUBHON ceTy,
3aluUTbl LeHTPoB 06paboTku AaHHbIX (LLOMO),

3alunThl reopacnpeneneHHon MHGPacTpPyKTypsl,
3aLMThl Masioro n cpefHero 6usHeca,

3aLWMThl TEXHONOMMYECKUX CETEN.

Kniouesbie npenMyLlecTBa

1.

KnioueBon pyHKuMoHan KOHTUHeEHT 4

= LleHTpann3oBaHHOE yrnpaBneHne 1 MOHUTOPUHI
MoeHTudunKauma NpuUnoXXeHnn

3almTa oT BTOPXKEHUIN 1 BpeaoHOCcHoro N0
VPN v yganeHHbIn goctyn

Pacwudposka Tpaduka

MaclwTabrpyeMoCcTb 1 0TKa30yCTOMUYMBOCTb
JproHomMuka

Mopnep)Kka ceTeBbIX TEXHONOr M

CrabunbHasa pa6oTa

= TwaTenbHoOe TECTUPOBAHME HOBbIX BEPCUN

= PasBuTas TexHuyeckas Noanepxka, LLeHTp
MoHUTOPUHra (SOC) 1 KOMBIOHUTK

= OTKa30yCTOMYMBOCTb U pe3epBUPOBaHME
KaHanoB CBA3M

ABTOMaTM3MpOBaHHbIe UHCTPYMEHTbI

Murpauum ¢ UHoctpaHHbIXx NGFW
= Check Point

= FortiGate

= Cisco

rocT VPN:

= [locTpoeHue Full-Mesh ceTten

= [locTpoeHue ceTel TUNa «3se3na»

= 3alnLEeHHbIN yoaneHHbIn OCTyN C KOHTponeM
COCTOAHWUS NOAKIIOYaEMbIX YCTPONCTB
(KoHuenuusa Zero Trust)

OTKprTaFI 9KoCUcTeMa npoaykKToB

Knb6ep6e3onacHoOCTU

1. Multifactor

2. DS Integrity

. Efros Defence Operations

. Kaspersky Anti Targeted Attack (KATA)

PT Sandbox

. AVSOFT ATHENA

. Threat Intelligence Platform Security Vision
. Threat Intelligence Platform R-Vision

ONO U AW
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KOHTUHEeHT 4

IPC-3000NF2

I'Ipouasonmen bHOCTb

1. JNNa6opaTopHasa

Mpon3BoaMTENbHOCTL NONyYeHa Ha Tpaduke, cocTosAweM

13 UDP-nakeTtoB (o MC3) n Habope npunoxeHun (ons UTM).
Mpwn TecTupoBaHun ncnonbaosanuck 200 nakeTos B 0b6e
CTOPOHbI CO CpeaHUM 3HadyeHneM naketa 1500 6anT.

UTM (M3+IPS+DPI+SSL 9 000
inspection)

VPN 8 000
M3 55 000
M3 B NF2 80 000
L2 IPS 10 000

2. Real world mix

Mpon3BoaMTENBHOCTb MONyYeHa Ha Tpaduke, CocTosEM

13 Habopa NpUNoXeHui. Mpu TecTUpoBaHUU UCMONb30Banach
Harpy3ka B 06e CTOPOHbI CO CpeHUM pa3MepoM MNakeTa

700 6anrT.

UTM (M3+IPS+DPI+SSL 6 300
inspection)

M3 30000
M3 B NF2 80 000
MakcuMarnbHoe KonmyecTso 10 000 000
ofHoBpeMeHHbIX TCP-ceccuin

Konn4ecTtso HOBbIX 157 900

NMOAKIIIOYEHUI B CEKYHAY

MopknioueHus (YcTpoiictBa)
Lyc 150
YpaneHHble nonb3oBaTenu 3000
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OocTynHble Mogudmrkaumm

1. Y3en 6e3onacHocTu (YB):

= LleHTp ynpaBneHus ceTbio
MexceTeBOM aKpaH
L3VPN
Cepsep goctyna (CO)
KoHTponb npunoxeHuin (300 NpunoxxeHnn
1 NPOTOKOOB)
URL-¢punbTpaums
Mpuoputnsaumnsa Tpagpuka (QoS)
Mopynb noBegeHYeckoro aHanunsa
MoeHTudunKauma nonb3oBaTtenemn

2. MHoroyHKLMOHarnbHbI1 y3en 6e3onacHoCTU
(UTM). ba3zoBbliit

] Ll,eHTp ynpaBneHuna ceTblo

= MexceTeBOW aKpaH

= L3VPN

= Cepsep gocTtyna (CO)

= KoHTposb npunoxxeHuin (300 npunoxxeHnn
1 NPOTOKOSOB)

= URL-ounstpaums

= [lpuoputusaums Tpadpuka (QoS)

= Mopynb NoBefeHYecKoro aHannaa

= VgeHTudunKauma nonb3oBaTenemn

= PacCliMpPeHHbIN KOHTPOIb NPUIOXEHUN

(4000 NPUAOXEHUN N NPOTOKONOB)

CucTteMa npepoTBpaleHus BTopxxeHun (IPS)

= Mogaynb 6110KMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

TexHn4yeckmne xapaTepucTmkm

®opM-pakTop
= 1U

YXecTkunm gnuck
m SSD240TB

O6LLee KONNMYeCTBO CETEBLIX MHTEPdeENcoB
= 9x10/100/1000BASE-T RJ45
= 8x10G SFP+

MopknioyeHne BHewHero 3G USB Mmogema
m HeT

MopT RS232 gna nogknioveHus Dial-UP Mmopgema
= HeT

USB nopThl
= 2x USB2.0
= 1xUSB 3.0

Lpyrue nHtepdemncel
= 1x COM nopt RJ45
= 1x VGA ona MmoHuTopa (D-Sub)
®  1x nopt c pasbeMoM RJ12 anga nogknoyeHns
cunTbiBaTENs iButton
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3. MHOorogyHKuUMOHabHbIN y3en 6e30nacHoOCTU

(UTM). PacLumpeHHbI

= LleHTp ynpaBneHus cetbio

MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHun (300 NpunoxeHnm

M NPOTOKONOB)

URL-dunstpaums

Mproputnsaumnsa Tpapurka (QoS)

Mopynb noBeaeHYeCKoro aHannsa

MoeHTUduKaums nonb3oBaTenemn

PaclumMpeHHbIN KOHTPOMb NPUIOXEHUN

(4000 NpUIOXKEHNN N MPOTOKOIOB)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

= Mogaynb 6N1OKMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

= 3almTa OT BpegoHOCHbIX canToB (Malicious, Phishing,
Botnet URL)

= [MpegHacTpoeHHble URL-kaTeropuu
[MOTOKOBBIN aHTUBUPYC

4. UeHTp ynpaeneHus ceTbio (LLYC)
LleHTp ynpaBneHus ceTbio
MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHuin (300 NpmnnoxeHnm
M NPOTOKONOB)

URL-dunestpaums

Mproputnsaumnsa Tpapurka (QoS)
Mopynb noBeaeHYeCKoro aHannsa
MoeHTuduKaums nonb3oBaTenemn

5. detekTop atak (AA)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

6. BbicOKONpPONU3BOAUTENbHbIA MEXCETEBOM
3KpaH (NF2)
= MexceTeBOW aKpaH
= [Mpuoputnsaunsa Tpadpuka

Brnok nutaHnsa
= 2 x 300 BT ¢ dyHKUMEN rOPAYEro pesepBmMpoBaHng,
~100-240 B, 3-5 A, 50-60 I'iy

TeMnepaTypHbIN PEXUM
= 0T 0°C no 40°C

[onycTnumasi oTHocuTeNbHas BMaXXHOCTb
m 0T 5% 0o 90%

[OonycTtumMoe atMochepHoe fgaBneHne
= 0T 84 0o 107 klMa

CpepHee BpeMs HapaboTKM Ha oTKa3
= 50000 vyacos

FabapuTHble pasmepsbl (MM)
= 580x438x45

Bec (kr)
= 16,5
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