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LleHTpanu3oBaHHbIN KOMMNEKC ANA 3aliUTbl ceTeBOM MHPPACTPYKTYpPbl U CO3OaHUSA
VPN-ceTeu c ucnonbsosaHuneM anropmtmo FOCT. KoMnniekc npegHasHayeH ana peweHuns
TaKuX 3agady, Kak 3awmTa nepumeTpa cetu, ob6begnHeHue punnanos opraHmsauum

B BUpPTYasibHYI0 YacTHylo ceTb (VPN), o6ecrneyeHue 3almLLEeHHOro yganeHHoro gocrtyna

M o6Hapy>XeHne BTOPXXEHUN.

KniouyeBble npeunMyLliecTBa

m LleHTpannsoBaHHOE ynpaBneHue y3namm cetu,
HacTponKamMu MapLpyTusaumm, npasmunamMm
dunbTpaumm Tpaduka, L2 n L3 VPN-cetamm
N KpuntorpadmnyeckuMm Knoyamm

m KOHTpOsib ceTeBbIX I'Ipl/l}'lO)KeHI/II;I

m Arperauus ceTteBblX MHTepdENCcOoB (Nogaep>xka
npoTtokona 802.2ad)

® MOHUTOPWHI B peXuMe peanbHOro BpeMeHu
m OKcrnopT cobbiTni B SIEM-cuctemy
m OTKa30yCTOMYMBOCTb CEPBEPOB YNpaBIeHUs

m PexuM knactepa BbICOKOWM [OCTYMHOCTH C
aBTOMaTMYECKOW CUHXPOHM3aLMeNn KOHDUrypaumm
3/1IEMEHTOB KJlacTepa Ans KpMAToLWo3a u
KPpUNTOKOMMYyTaTOpa

= AnnapaTHble NnaTdOpPMbI, BbiMyCKaeMble Ha
Tepputopuun PO (TOPM)

CeptudpuumposaH ®CTIK Poccum no 3 knaccy
3aLMLLEHHOCTU MEXXCETEeBbIX 3KPaAHOB TUMa «A», no 3
Kknaccy 3awnTtbl COB ypoBHSA ceTu 1 No 3 YPOBHIO
nosepus.

CeptudpuumposaH ®CB Poccum Ha cooTBETCTBUNE
TpeboBaHUAM K CpeacTBaM Kpuntorpadnyeckor 3awmTbl
nHdpopMaumm knacca KC3 1 MexxceteBbIM aKpaHaM 4
Knacca.
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JocTtynHble MOaudpukaumm

KpunTowno3s (KL)
KpuntokommyTtaTop (KK)

LleHTp ynpasneHus cetbio (LLYC)
Cepsep pgoctyna (CO)

[eTtekTop aTak (OA)

I'IpoussonuTeanOCTb
CkKopocTb (M6ut/c)
KL (MexceTeBomn akpaH) 0o 4000
KL (VPN) 0o 1000
KK no 1000
OA 0o 500
LIYC (Tononorus 3sesna) 0o 200 KL
LLYC (tononorusg full mesh) no 70 Kul
cao 00 150 KoHTuHeHT Al
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KnioueBble ceTeBble BO3SMOXXHOCTU

Moppoepxka IPv6
Mopooepxka pexkuma Multi-WAN

PesepBupoBaHumne
= WAN-kaHana
= VPN-kaHana

Pexx1M 6anaHCUPOBKKM OTKPbLITOrO Tpadbumka Mexay
WAN-noptamMu

MapLupyTn3saumusa Ha OCHOBE NONINTUK Yepes pasHble
WAN-uHTepdelnchI

MopopepyKka NPoOTOKOoB OVNHaMU4YecKom MapuwpyTunsaunn

= RIP
m OSPF
= BGP

Mproputnsauna Tpadpuka (QoS)
= 33WuTa OT NEPErpysoK
= yrnpaB/ieHMe o4yepanamMm
m nepeHoc nonen ToS

Knaccuounkauma tpadumka
m 0o 32 Knaccos

TexHnyeckmne xapaTepucTmkm

®opM-pakTop
m HacTonbHbIN

XXecTkuni gpnck
m SATAM.2128Tb

bnok nutaHusa
®m BHewHwun agantep 12 B, 36 BT

TeMnepaTypHbIN pexmm
m oT-5Cpo40C

[onycTnMasa OTHOCUMTENbHast BNaXHOCTb
m o1 0% 0o 80%

JonycTtnMoe aTMocdepHoe faBrieHne
m 0T 84 po 107 kla

CpepHee BpeMsi HapaboTKM Ha OTKas
= 50 000 yacos

MabapuTHble pa3Mepbl (MM)
m 175x180 x 45

Bec (kr)
m 1,2
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YnpasneHue Tpadpukom
m pesepBupoBaHue
m OrpaHuMyeHune Nonockl NponyckKaHua Tpaduka

Moppeprkka TexHonornm VLAN (IEEE802.1Q)
Moppeprkka LACP

Moppeprkka TexHonornm NAT
m Source NAT
m Destination NAT
m Bidirectional NAT

BcTpoeHHbIn cepBep IP-agpecos

m DHCP-cepBep ¢ nogaepXKom HacTPonKu
provisioning server

m DHCP-relay

PexxunMm 3epkanunpoBaHunsa Tpapuka
m HacTpauBaeMbii SPAN-nopT

Bo3MOXHOCTb paboTaTh C BUpTYyanbHbIMK IP-agpecamu
m NAT-TpaHcnauus BHyTpn VPN

Moppeprkka Jumbo frame (MTU go 9 000 6anT)

O6LLee KONMYecTBO CeTEBbLIX MHTEPdENCoB
m 6x Gigabit Ethernet + 2x 10 Gigabit Ethernet

NHTepdericol RJ45 (Meab UTP)
m 4x 1000BASE-T RJ45

NHTepdericol SFP (onTuueckue)
m 2x Combo SFP/RJ45 + 2x 10G SFP+

MopknioveHne BHewHero 3G USB MmogeMa
m HeT

MopTt RS232 onga nogknioyeHus Dial-UP mopgema
m HeT

USB nopTbl
m 2x USB 2.0 + 2x USB 3.0 + 1x micro-USB tmn B

LOpyrue nHtepdemncsl
= 1x COM nopt RJ45

m 1X NopT ¢ pasbeMoM RJ12 onsa nogknoyeHus
cunTbiBaTeENs iButton

= 1x VGA gnsa moHuTopa (D-Sub)
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