¢S KOA

W 6e3onacHocTH

MHorogyHKLUNOHaNbHbIN MeXXceTeBoun
akpaH (NGFW/UTM) c nogaep>xkomn
anroputMoB N'OCT. NpegHa3Ha4veH gns:
= 3alinTbl BHELWHero nepmnMeTpa KOpI‘IOpaTI/IBHOVI ceTn,

®  3alUTbl LeHTpoB 06paboTkn gaHHbIX (LLOO),

= 3alnTbl reopacnpeneneHHon MHPPacTpPyKTypsbl,

= 3alunTbl Manoro u cpegHero 6|/|3Heca,

= 33lNUTbl TEXHONMOMMYECKUX CETEN.

KnioueBble npeuvMyuiecrtea

1. KnioueBoit pyHKLMOHaN KOHTUHEHT 4

= LleHTpanu3oBaHHOE ynpaBneHne n MOHUTOPUHT
NpoeHTudunkKaums npunoxxeHumn
3alnTa oT BTOPXKEHWUI 1 BpegoHocHoro MO
VPN n ypaneHHbIn goctyn
Pacwundposka Tpadpuka
MaclwTabrpyeMoCcTb 1 0TKa30yCTOMUYMBOCTb
JproHomuka
Mopnep)kka ceTeBblX TEXHONOMNM

2. CtabunbHas pa6oTta
= TwaTenbHoe TECTMPOBAHNE HOBbIX BEPCUIA
= PasBuTas TexHM4yeckas NogaepXKa, LeHTp
MOHUTOPUHra (SOC) 1 KOMBIOHUTU
= OTKa30yCTONYMBOCTb U pe3epBUPOBaHNE
KaHanoB CBA3N

3. ABTOMaTU3UPOBaHHbIE UHCTPYMEHTbI

MUrpauum ¢ MHocTpaHHbIX NGFW
= Check Point

= FortiGate

= Cisco

4.TOCT VPN:
= [locTpoeHue Full-Mesh ceTten
= [locTpoeHue ceTen Tuna «3se3na»
= 3alULLEHHbIA YAaneHHbI JOCTYN C KOHTPONEM
COCTOSIHUSA NOJKIIOYaEMbIX YCTPONCTB
(KoHuenuua Zero Trust)

5. OTKpbITass 9KOCUCTEMA NPOAYKTOB

Knb6ep6e3onacHOCTU

1. Multifactor

2. DS Integrity

. Efros Defence Operations

. Kaspersky Anti Targeted Attack (KATA)

PT Sandbox

. AVSOFT ATHENA

. Threat Intelligence Platform Security Vision
. Threat Intelligence Platform R-Vision

PN U AW
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KOHTUHEeHT 4

IPC-R300

CpenaHo B Poccun §

npOM3BO,DMTeJ1 bHOCTb

1. NNa6opaTopHasa

Mpon3BoaMTENBHOCTb NONyYeHa Ha Tpadpuke, CoCcTosALWEM

13 UDP-nakeTtoB (o9 MC3) n Habope npunoxeHun (ona UTM).
Mpwn TecTupoBaHun ncnonbaosanuck 200 nakeTos B 0be
CTOPOHbI CO cpefHUM 3HavyeHneM naketa 1500 6anT.

UTM (M3+IPS+DPI+SSL 1250
inspection)

VPN 450
M3 5400
L2 IPS 1100

2. Real world mix

Mpoun3BoaMTENLHOCTL NONyYeHa Ha Tpadpuke, CoCToALEM

13 Habopa NpPUNoXeHWn. Mpn TecTupoBaHUM UCMONb30Banach
Harpyska B 06e CTOPOHbl CO CPeAHUM Pa3MepoM nakeTa

700 6awnT.

CKopocTb (Mé6uT/c)
UTM (M3+IPS+DPI+SSL 1000
inspection)

M3 3000

Mokasarenb (Ceccun)

MakcnmManbHoe Konm4ecTBo 3000000
ofHoBpeMeHHbIX TCP-ceccuin

Konn4yecTtBo HOBbIX 33400
NOAKIIOYEHNN B CEKYHAY

MopknioueHns (YcTpoicTtBa)
Lyc 40
YoaneHHble Nonb3oBaTenu 100

IPC-R300 |1



OocTynHble Mogudmrkaumm

1. Y3en 6e3onacHocTu (YB):

= LleHTp ynpaBneHus ceTbio
MexceTeBOM aKpaH
L3VPN
Cepsep goctyna (CO)
KoHTponb npunoxeHuin (300 NpunoxxeHnn
1 NPOTOKOOB)
URL-¢punbTpaums
Mpuoputnsaumnsa Tpagpuka (QoS)
Mopynb noBegeHYeckoro aHanunsa
MoeHTudunKauma nonb3oBaTtenemn

2. MHoroyHKLMOHarnbHbI1 y3en 6e3onacHoCTU
(UTM). ba3zoBbliit

] Ll,eHTp ynpaBneHuna ceTblo

= MexceTeBOW aKpaH

= L3VPN

= Cepsep gocTtyna (CO)

= KoHTposb npunoxxeHuin (300 npunoxxeHnn
1 NPOTOKOSOB)

= URL-ounstpaums

= [lpuoputusaums Tpadpuka (QoS)

= Mopynb NoBefeHYecKoro aHannaa

= VgeHTudunKauma nonb3oBaTenemn

= PacCliMpPeHHbIN KOHTPOIb NPUIOXEHUN

(4000 NPUAOXEHUN N NPOTOKONOB)

CucTteMa npepoTBpaleHus BTopxxeHun (IPS)

= Mogaynb 6110KMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

TexHuyeckue XapaTepnuctmkKkum

®dopM-dakTop
= Mini-ITX

YXecTkui guck
m SSD 128TbB

O6LLee KONNMYeCcTBO CETEBLIX MHTEpdencos
= 4x10/100/1000BASE-T RJ45
= 2x Combo 1G RJ45/SFP
= 2x10G SFP+

MopknioyeHne BHewHero 3G USB mogeMa
m HeT

MopT RS232 onsa nogkniovyeHus Dial-UP Mmopgema
= HeT

USB nopTbl
= 2xUSB2.0
= 2xUSB3.0

Opyrue nHtepdemncsl
= 1x COM nopt RJ45
= 1x VGA ons MmoHuTopa (D-Sub)
= 1x nopT ¢ pazbeMoM RJ12 ansa nogkoveHus
cyuTbiBaTeNs iButton

000 «Kop BezonacHocTtu» | Datasheet | ver.1.0

3. MHOorogyHKuUMOHabHbIN y3en 6e30nacHoOCTU

(UTM). PacLumpeHHbI

= LleHTp ynpaBneHus cetbio

MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHun (300 NpunoxeHnm

M NPOTOKONOB)

URL-dunstpaums

Mproputnsaumnsa Tpapurka (QoS)

Mopynb noBeaeHYeCKoro aHannsa

MoeHTUduKaums nonb3oBaTenemn

PaclumMpeHHbIN KOHTPOMb NPUIOXEHUN

(4000 NpUIOXKEHNN N MPOTOKOIOB)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

= Mogaynb 6N1OKMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

= 3almTa OT BpegoHOCHbIX canToB (Malicious, Phishing,
Botnet URL)

= [MpegHacTpoeHHble URL-kaTeropuu
[MOTOKOBBIN aHTUBUPYC

4. UeHTp ynpaeneHus ceTbio (LLYC)
LleHTp ynpaBneHus ceTbio
MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHuin (300 NpmnnoxeHnm
M NPOTOKONOB)

URL-dunestpaums

Mproputnsaumnsa Tpapurka (QoS)
Mopynb noBeaeHYeCKoro aHannsa
MoeHTuduKaums nonb3oBaTenemn

5. detekTop atak (AA)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

Brnok nutaHusa
m 1 6nokK nuTaHua. BxogHele napamMeTpsbl: ~100-240 B, no 1,5 A,
50-60 I'l. BeixogHble napameTpsl: 12 B, He MeHee 3 A

TeMnepaTypHblil Pexxum
= 0T 0°C no 40°C

[onycTnumasi oTHocuUTeNbHas BMaXKHOCTb
m 0T 0% 0o 85%

[onycTnmMoe atMochepHoe faBreHne
= 0T 84 po 107 klMa

CpepHee BpeMs HapaboTKM Ha OTKas
= 50000 vacos

[abapuTHble pa3mepbl (MM)
m 175 x 217 x 45

Bec (kr)
= 1,8
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