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akpaH (NGFW/UTM) c nogaep>xkomn

anroputMoB N'OCT. NpegHa3Ha4veH gns:

= 3alnTbl BHELWHEro nepnMeTpa KOpI'IOpaTI/IBHOVI ceTu,

3alUnTbI LeHTpoB 06paboTKkK gaHHbIX (LLOMO),
3aWwmThl reopacnpeneneHHon NHGPacTpyKTypbl,
3alMTbl Manoro u cpegHero 6usHeca,

3aLUNTbl TEXHONMOMMYECKUX CEeTEN.

KnioueBble npenMyLllecTBa

1.

KnioueBoit pyHKLMOHan KOHTUHEHT 4

= LleHTpann3oBaHHOE yrpaBneHne n MOHUTOPUHI
NpoeHTudunKaums NpunoXxeHumn

3awuTa oT BTOPXKEHUI 1 BpegoHocHoro N0
VPN 1 ypaneHHsbIn gocTyn

Pacwudposka Tpaduka

MacwwTabupyeMocTb U OTKa30yCTONYMBOCTb
JproHomMuka

Moppepkka ceTeBbIX TEXHONOrMM

Cta6bunbHas pa6oTa

= TwaTenbHoe TeCTUPOBaHME HOBbIX BEPCUN

= PasBuTad TexHuyeckas nogaepxka, LLeHTp
MoHuUTOopUHra (SOC) 1 KOMbIOHUTK

= OTKa30yCTONYMBOCTb U pe3epBUpoBaHmE
KaHanoB CBA3M

ABTOMaTU3NpPOBaHHbIE UHCTPYMEHTbI

MUrpaumm ¢ MHocTpaHHbIX NGFW
= Check Point

= FortiGate

= Cisco

rocCT VPN:

m [locTpoeHue Full-Mesh ceTten

m [locTpoeHue ceTer Tuna «3se3na»

= 3aWULLEHHBIA YOANeHHbI JOCTYMN C KOHTPONEM
COCTOSIHUSA MOJKIIOYaEMbIX YCTPONCTB
(koHuenuusa Zero Trust)

OTKpbITas 3KocucteMa npoaoykKkToB

Knbéep6e3onacHOCTU

Multifactor

2. DS Integrity

. Efros Defence Operations

. Kaspersky Anti Targeted Attack (KATA)

PT Sandbox

. AVSOFT ATHENA

. Threat Intelligence Platform Security Vision
. Threat Intelligence Platform R-Vision

=

0N U AW
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KOHTUHEeHT 4

IPC-50

MpousBoanTENbHOCTb

1. Jla6opaTopHas

lMponsBoanTenbHOCTb NoNyyYeHa Ha Tpaduke, CoCToALLEM

13 UDP-nakeToB (o9 MC3) n Habope npunoxeHun (ons UTM).
Mpu TecTpoBaHnu ncnonb3oBanncek 200 nakeToB B 06e
CTOPOHbI CO CpenHMM 3HadyeHneM naketa 1500 6anT.

UTM (MO+IPS+DPI+SSL 340
inspection)

VPN 300
M3 2100
L2 IPS 600

2. Real world mix

MponsBoanTenbHOCTb NONy4YeHa Ha TpaduKke, COCToALLEM

13 Habopa npunoxxeHui. MNpu TeCTUPOBaHMM UCTONb30Banach
Harpyska B 06e CTOPOHbI CO CPeHUM pa3MepoM nakeTa

700 6awnT.

CKopocCTb (Mé6uT/c)
UTM (MO+IPS+DPI+SSL 270
inspection)

M3 1100
MokasaTensb (Ceccun)
MakcuMarnbHOe KonmyecTso 1000 000
ofHoBpeMeHHbIX TCP-ceccuin

KonuuyecTBo HOBbIX 18 000

NMOAK/TIOYEHN B CEKYHAY

MopknioueHus (YcTpoicTBa)
Lyc 5
YpaneHHble nonb3oBaTenu 25
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OocTynHble Mogudmrkaumm

1. Y3en 6e3onacHocTu (YB):

= LleHTp ynpaBneHus ceTbio
MexceTeBOM aKpaH
L3VPN
Cepsep goctyna (CO)
KoHTponb npunoxeHuin (300 NpunoxxeHnn
1 NPOTOKOOB)
URL-¢punbTpaums
Mpuoputnsaumnsa Tpagpuka (QoS)
Mopynb noBegeHYeckoro aHanunsa
MoeHTudunKauma nonb3oBaTtenemn

2. MHoroyHKLMOHarnbHbI1 y3en 6e3onacHoCTU
(UTM). ba3zoBbliit

] Ll,eHTp ynpaBneHuna ceTblo

= MexceTeBOW aKpaH

= L3VPN

= Cepsep gocTtyna (CO)

= KoHTposb npunoxxeHuin (300 npunoxxeHnn
1 NPOTOKOSOB)

= URL-ounstpaums

= [lpuoputusaums Tpadpuka (QoS)

= Mopynb NoBefeHYecKoro aHannaa

= VgeHTudunKauma nonb3oBaTenemn

= PacCliMpPeHHbIN KOHTPOIb NPUIOXEHUN

(4000 NPUAOXEHUN N NPOTOKONOB)

CucTteMa npepoTBpaleHus BTopxxeHun (IPS)

= Mogaynb 6110KMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

TexHuyeckue XapaTepnuctmkKkum

®dopM-dakTop
= Mini-ITX

YXecTkui guck
m SSD 32Tb

O6LLee KONNMYeCcTBO CETEBLIX MHTEpdencos
= 4x10/100/1000BASE-T RJ45
= 1x1G SFP

MopknioyeHme BHewHero 3G USB MmogeMa
m HeT

MopT RS232 ponsa nogknioveHus Dial-UP Mmopgema
= HeT

USB nopTbl
= 2xUSB2.0

Opyrue nHtepdencsl
= 1x COM nopt RJ45
= 1x VGA ons MmoHuTopa (D-Sub)

= 1X nopT ¢ pasbeMoM RJ12 ans nogkIlovYeHUs cUUTbIBaTENS

iButton

000 «Kop BezonacHocTtu» | Datasheet | ver.1.0

3. MHOorogyHKuUMOHabHbIN y3en 6e30nacHoOCTU

(UTM). PacLumpeHHbI

= LleHTp ynpaBneHus cetbio

MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHun (300 NpunoxeHnm

M NPOTOKONOB)

URL-dunstpaums

Mproputnsaumnsa Tpapurka (QoS)

Mopynb noBeaeHYeCKoro aHannsa

MoeHTUduKaums nonb3oBaTenemn

PaclumMpeHHbIN KOHTPOMb NPUIOXEHUN

(4000 NpUIOXKEHNN N MPOTOKOIOB)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

= Mogaynb 6N1OKMPOBKK TpadurKa no cTpaHe
npouncxoxpeHus (GeolP)

= 3almTa OT BpegoHOCHbIX canToB (Malicious, Phishing,
Botnet URL)

= [MpegHacTpoeHHble URL-kaTeropuu
[MOTOKOBBIN aHTUBUPYC

4. UeHTp ynpaeneHus ceTbio (LLYC)
LleHTp ynpaBneHus ceTbio
MexceTeBon akpaH

L3VPN

Cepsep goctyna (CLO)

KoHTponb npunoxeHuin (300 NpmnnoxeHnm
M NPOTOKONOB)

URL-dunestpaums

Mproputnsaumnsa Tpapurka (QoS)
Mopynb noBeaeHYeCKoro aHannsa
MoeHTuduKaums nonb3oBaTenemn

5. detekTop atak (AA)

= Cuctema npepoTBpalleHns BTopxeHun (IPS)

Brnok nutaHusa
= 1 6nokK nutaHua. BxogHele napamMeTtpsbl: ~100-240 B, 1,5
A, 50-60 I'y. BeixogHble napameTpsbl: 12 B, He MeHee 3 A.

TeMnepaTypHblil Pexxum
= 0T 0°C no 40°C

[onycTnumasi oTHocuUTeNbHas BMaXKHOCTb
® 0T 5% 0o 90%

[onycTnmMoe atMochepHoe faBreHne
= 0T 84 po 107 klMa

CpepHee BpeMs HapaboTKM Ha OTKas
= 50000 vacos

[abapuTHble pa3mepbl (MM)
= 143 x220x 30

Bec (kr)
= 1,3
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