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akpaH (NGFW/UTM) c nogaep>xkomn

anroputMoB N'OCT. NpegHa3Ha4veH gns:

3alnTbl BHELWHEero nepmnMeTpa KOpI'IOpaTI/IBHOVI ceTu,

3aWmThl LEHTPOB 06paboTku faHHbIX (LLOA),
3aLMThl reopacnpeneneHHon MHGpPacTpyKTypbl,
3aluUTbl Manoro U cpegHero 6usHeca,

3aLUNTbI TEXHOMOMMYECKUX CETEN.

KnioueBble npeuvMyuiecrtea

1.

KnioueBoit pyHKLMOHaN KOHTUHEHT 4

= LleHTpanusoBaHHOE yrnpaBneHne n MOHUTOPUHT
NoeHTudunKauma npunoxxeHnm

3alunTa oT BTOPXKEHUI 1 BpeaoHocHoro MO
VPN

PacwundpoBka Tpapuka

MaclwTabupyeMoCTb M 0TKa30yCTOMUYMBOCTb
OproHoMuKa

Mopaepykka ceTeBblX TEXHONOMNM

CrtabunbHasa pa6oTa

= TwaTenbHoe TeCTMPOBAHNE HOBbIX BEPCUWA

= PasBuTas TexHM4yeckas NopaepXxka, LeHTp
MOHUTOPWUHIa (SOC) 1 KOMBIOHUTU

= OTKa30yCTONYMBOCTb U pe3epBUpPOBaHmNe
KaHanos CBA3N

ABTOMGTM3MpOBaHHbIe UHCTPYMEHTbI

Murpauum ¢ uHoctpaHHbIXx NGFW
= Check Point

= FortiGate

= Cisco

rocT VPN:

= [locTpoeHue Full-Mesh ceTten

= [locTpoeHue ceTel TUNa «3Be3fa»

= 3alMEeHHbIN yoaneHHbIn OCTyN C KOHTponeM
COCTOSIHUS NMOAKIIOYaEMbIX YCTPONCTB
(KoHuenuusa Zero Trust)

OTKpbITas 3KOCUCTEMA NPOAYKTOB

Knb6ep6e3onacHoOCTU

1. Multifactor

2. DS Integrity

. Efros Defence Operations

. Kaspersky Anti Targeted Attack (KATA)

PT Sandbox

. AVSOFT ATHENA

. Threat Intelligence Platform Security Vision
. Threat Intelligence Platform R-Vision

ONO U AW

000 «Kop BbezonacHocTtu» | Datasheet | ver.1.0

KOHTUHEeHT 4

IPC-10

NMpousBoanTenbHOCTb

1. Jla6opatopHas

Mpon3BoAMTENBHOCTb NONyYeHa Ha Tpadpuke, CoCToNALEM

13 UDP-nakeTtoB (ona MC3) n Habope npunoxeHun (gna UTM).
Mpwn TecTupoBaHun ncnonbaosanuck 200 nakeTos B 0b6e
CTOPOHbI CO cpegHUM 3HadyeHneM naketa 1500 6anT.

UTM (M3+IPS+DPI+SSL 280

inspection)

VPN 150

M3 1600
L2 IPS 100

2. Real world mix

Mpon3BOAMTENBHOCTb MONyYeHa Ha Tpaduke, CocTosLEM

13 Habopa NpUNoXeHuin. Mpu TeCTUPoBaHUM UCMONb30Banach
Harpyska B 06e CTOPOHbI CO CpeaHUM pa3MepoM NakeTa

700 6anT.

CKopocTb (Méwur/c)
UTM (M3+IPS+DPI+SSL 220
inspection)

M3 900
Mokasarenb (Ceccun)
MakcuManbHoe KonmyecTso 1000 000
OofHOBpPeMeHHbIX TCP-ceccum

KonnyecTtBo HOBbIX 11500

NOOKJIIOYEHUI B CEKYHAOY

MopkniouyeHusa

Luyc 1

(YctpoucTtBa)

YpnaneHHble nonb3oBaTenu He nogpaep>XxmnBaeTcd
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OocTynHble Mogudmrkaumm

1. Y3en 6e3onacHocTu (YB):
= LleHTp ynpaBneHus ceTbio
MexceTeBOM aKpaH
L3VPN
KoHTponb npunoxkeHuin (300 npunoxxeHnn
1 NPOTOKOOB)
URL-¢punbTpaums
Mpuoputnsaumnsa Tpagpuka (QoS)
Mopynb noBegeHYeckoro aHanunsa
MoeHTudunKauma nonb3oBaTtenemn

2. MHoroyHKLMOHarnbHbI1 y3en 6e3onacHoOCTU

(UTM). ba3zoBbliit

] Ll,eHTp ynpaBneHuna ceTblo

= MexceTeBOW aKpaH

= L3VPN

= KoHTposb npunoxxeHuin (300 npunoxxeHnn
1 NPOTOKOOB)

= URL-ounbTpaums

= [lpuoputusaums Tpadpuka (QoS)

= Mopynb NoBefeHYecKoro aHann3a

= VgeHTudunKauma nonb3oBaTenemn

®  PacClIMpeHHbIN KOHTPOb NPUIOXEHNA

(4000 NPUAOXXEHUIN N NPOTOKONOB)

CucteMa npepoTBpaleHus BTopxxeHun (IPS)

= Mogaynb 6110KMPOBKK TpadurKa Nno cTpaHe
npouncxoxpeHus (GeolP)

TexHuyeckue XapaTepnuctmkKkum

®dopM-dakTop
= Mini-ITX

YXecTkui guck
m SSD 32Tb

O6LLee KONNMYeCcTBO CETEBLIX MHTEpdencos
= 3x10/100/1000BASE-T RJ45

MopknioyeHne BHewHero 3G USB mogeMa
m HeT

MopT RS232 ponsa nogknioveHus Dial-UP Mmopgema
= HeT

USB nopTbl
= 2xUSB2.0

Opyrue nHtepdemncsl
= 1x COM nopt RJ45
= 1x VGA ons MmoHuTopa (D-Sub)
= 1x nopT ¢ pa3zbeMoM RG12 ong nogknoyeHns
cyuTbiBaTeNs iButton
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3. MHOorogyHKuUMOHabHbIN y3en 6e30nacHoOCTU
(UTM). PacLumpeHHbI

B

LleHTp ynpaBneHus ceTbio

MexceTeBon akpaH

L3VPN

KoHTponb npunoxeHun (300 NpmnnoxeHnm

M NPOTOKONOB)

URL-dunstpaums

Mproputnsaumnsa Tpapurka (QoS)

Mopynb noBeaeHYeCKoro aHannsa
MoeHTuduUKauma nonb3oBaTenemn
PaclumMpeHHbIN KOHTPOMb NPUIOXEHUN
(4000 NpUIOXKEHNN N MPOTOKOIOB)

CucTteMa npegoTBpalleHuns BTopxxeHun (IPS)
Mopynb 6110KMpoBKKN TpadmKa No cTpaHe
npouncxoxpeHus (GeolP)

3awmTa oT BpeAOHOCHbIX canToB (Malicious, Phishing,
Botnet URL)

MpepHacTpoeHHble URL-kaTeropum
[MOTOKOBBIN aHTUBUPYC

LleHTp ynpasneHus cetbio (LLYC)

LleHTp ynpaBneHus ceTbio

MexceTeBon akpaH

L3VPN

KoHTponb npunoxeHun (300 NprnnoxeHnm
M NPOTOKONOB)

URL-dunestpaums

Mproputnsaumnsa Tpapurka (QoS)

Mopynb noBeaeHYeCKoro aHannsa
MoeHTuduKauma nonb3oBaTenemn

5. detekTop atak (AA)

CucTteMa npegoTBpalleHuns BTopxxeHun (IPS)

Brnok nutaHusa

1 6nok nuTaHma. BxogHble napameTtpsl: ~100-240 B, 1,5
A, 50-60 'y

TeMnepaTypHbIi peXxnm

ot 0°C po 40°C

,D,OI'chTVIMaFl OTHOCUTEeNbHasA BJIa>KHOCTb

oT 5% 0o 90%

[onycTnmMoe atMochepHoe faBreHne

oT 84 no 107 kMNa

CpenHee BpeMs HapaboTKW Ha OTKas

50 000 yacos

[abapuTHble pa3mepbl (MM)

143 x 220 x 30

Bec (kr)

1,2
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